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Introductiont oduct o

Safety

Safety is freedom from accidents or losses. (Leveson 1995)

Safe

No loss Increasing level of loss

Relative definition of safety
- All hazard cannot be eliminated.

Oft  h d li i ti  i  ifi i   th  l- Often, hazard elimination requires sacrificing some other goals
- It makes sense, “It is absolutely safe from a particular hazard.”
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Hazard

Hazard is a state or set of conditions of a system that together 
with other conditions in the environment, will lead inevitably 
to an accidentto an accident.

Hazard analysis investigates factors related to accidents.
- To identify and assess potential hazardsTo identify and assess potential hazards
- To identify the conditions that can lead to hazard, so that the 

hazard can be eliminated or controlled.
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Classical Safety Analysis Techniques

1. Preliminary Hazard Analysis (PHA)
2. Functional Hazard Assessment (FHA)
3 Hazard and Operability study (HAZOP)3. Hazard and Operability study (HAZOP)
4. Failure Mode and Effects Analysis (FMEA)
5. Fault Tree Analysis (FTA)

Early
(Requirements) PHA, FHA, FTA

<Safety Analysis><System Development>

Intermediate
(Analysis)

HAZOP, FTA

Late
(Design)

FMEA, FTA
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1. Preliminary Hazard Analysis (PHA)
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2. Functional Hazard Assessment (FHA)
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3. Hazard and Operability study (HAZOP)

8



Introductiont oduct o

4. Failure Mode and Effects Analysis (FMEA)
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5. Fault Tree Analysis (FTA)
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Introductiont oduct o

Limitation of Classic Techniques

As the complexity of modern programmable electronic systems
increases, the applications of classical techniques is becoming 
increasingly more problematicincreasingly more problematic.

Problems issued:Problems issued:
- Inconsistent
- Untraceable
- Unmanageable
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Limitation of Classic Techniques

1. Inconsistent
- These techniques are based on different design notations

as the development lifecycle.as the development lifecycle.
- Updates are not kept well.

2. Untraceable
- These analysis remains fragmented, so the results are

incomplete.
- HW / SW analysis are separated, so the relationship

between HW and SW often remains vague and unsolvedbetween HW and SW often remains vague and unsolved.

3. Unmanageable
- Fault tree analysis : consistent, traceable
- But, FTA is exert-dependent, laborious, non-systematic,

error-prone, and voluminous
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Overview of the Proposed Method: HiP-HOPSO e e o t e oposed et od O S

HiP-HOPS

Hierarchically Performed Hazard Origin and Propagation Study

Characteristics:Characteristics:
- Integrated assessment of hierarchically described system.
- From functional level to lower HS/SW design level.
- Modify and incorporate classical techniques.

- Early: FFA+ (Extended FFA)
- Later: IF-FMEA (Interface Focused FMEA)

Across: FTA (Mechanically generated)- Across: FTA (Mechanically generated)

- Tool supported.
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HiP-HOPS
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Early: FFA+

Standard FFA process (SAE ARP-4761, 1996)
1. Identification and listing of all system functions
2. Precise definition of purpose and behavior of each function2. Precise definition of purpose and behavior of each function
3. Examination of each function for potential failure modes in three classes:

- Loss of function (omission)
- Function provided when not required (commission)

I t ti  f f ti  ( lf ti )- Incorrect operation of function (malfunction)
4. Determine of the effects of each failures
5. Determination of the severity of each functional failures
6. Compilation of the results in tabular form6. Compilation of the results in tabular form

[function, failure mode, contributing factors, effects, severity] 
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Early: FFA+

Proposed FFA+ process 
1. Construct a function block diagram, which identifies system functions 

and their dependenciesand their dependencies
2. Remove any avoidable dependencies between functions
3. Identify single functional failures examining each function:

- Loss of function
I d t t d li  f f ti- Inadvertent delivery of function

- malfunction
4. Assess single function failures

- Determine any contributing factors (I.e. environmental factors)Determine any contributing factors (I.e. environmental factors)
- Determine the effects and severity of failure
- Determine potential mechanisms for detection and recovery
- Compile the results in a tabular form

[failure mode  contributing factors  effect  severity  detection  recovery  recommendation][failure mode, contributing factors, effect, severity, detection, recovery, recommendation]
5. Identify unique, plausible combination  of multiple functional failures

- Identify unique combinations by examining symmetries and exclusivity.
- Examining by applying other plausibility criteria
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Early: FFA+

Dependencies found by FFA+:
1. Between A and B (common source P)

 Duplication of input sensor P
2 B t  A d C (f ti l i t f  A)2. Between A and C (functional input from A)

 Range validation check of FA
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Early: FFA+

Special features of FFA+:
1. Function block diagram
2. Removal of multiple dependencies2. Removal of multiple dependencies
3. Failure detection and recovery recommendation
4. Reflected on a successive system design
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Hierarchical Modeling

Use a kind of Flow Diagram derived from original design notation.
- Engineering schematics

Pi i /i t t ti  di- Piping/instrumentation diagram
- Data-flow diagram
- MASCOT diagram
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Overview of the Proposed Method: HiP-HOPSO e e o t e oposed et od O S

Hierarchical Modeling

Special features of Hierarchical Modeling:
1. Precise relationship between original design 

and proposed flow diagramand proposed flow diagram
2. Static structural model/analysis only

20



Overview of the Proposed Method: HiP-HOPSO e e o t e oposed et od O S

Later: IF-FMEA

Interface Focused FMEA on a single component.

<Causes>
<Failure Modes>

Service provision(O/C)
Internal malfunction
Deviation of the input

p ( / )
Timing failure
Value failure

Single
Component
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Later: IF-FMEA
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Later: IF-FMEA
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Later: IF-FMEA

Special features of IF-FMEA:
1. Obscure relationships marked 
2. No concern about updating of IF-FMEAs and 2. No concern about updating of IF FMEAs and 

the effects
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Across: FTA (mechanically generated)
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Characteristic of HiP-HOPS

1. Consistent1. Consistent
- Based on one design notation: Flow diagram
- Updates are kept well.

2. Traceable
- Uses complete design model.(No fragments)
- HW / SW analysis are integrated

3. Manageable
Mechanically generated fault tree analysis
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- Mechanically generated fault tree analysis
- Selective generation



Conclusion and Future Work

HiP-HOPS:
- Provides consistent, traceable, and manageable safety analysis modelProvides consistent, traceable, and manageable safety analysis model
- Some limitations
- Can help safety analysts systematically with tool-support.

Future Work:
- Extends to interactive and dynamic system
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