Safety & Security

S&t

=

a

IT 88 &

HL

}

=

oN
i

greenkim@konkuk.ac.kr
2015. 10. 30



Table of Contents

INEFOAUCTION oottt sttt sttt 2
1.7 CONCEPES oottt ettt st bbbt 3
1.2 PHNCIPIES oottt st bbbttt ss s 4
1.3 MEENOAOIOGY ..ttt ettt 4
T4 SEANAAIAS. ...ttt ee sttt se bbbttt 5
Profiling Of SECUTitY REQUITEMENTS ... et et sss st sess st st sss s st et 5
2.1 Regulatory Security BACKGrOUNG ...t ssssess e se et sssesess st st ssssesens 5
2.2 Security Regulatory INterdepPeNAENCIES ... sssesssssesssssssssss sttt st sssssenas 6
Safety-Critical SYStEM'S ATLHIDULES ..ottt st sss st sssss st st nnens 7
Safety and SECUILY INEITEIATION. ...ttt ss st sss st ssss st s 8
4.1 The Principle of unity of safety and security aSSESSMENt ........coovvrreeenrereeerrereeeiseeeesesseseesssseseesenns 8
4.2 Safety and Security lifecycle model of FPGA-based I8LCs .........cicmmrrinnnriinnriinnssisssissssssinenns 10
SECUTitY ASSESSMENT TECNNIGUE ....cuieeereereee ettt ees st st st bbbttt 11
5.1 GAP-3NAIYSIS tECNNIGUE c.coreeereee ettt ettt e ess sttt 11
5.2 IMECA(Intrusion Modes and Effect Criticality Analysis)-analysis technique ........ccccoonevecnneceee. 11
5.3 Security informed safety @apProach ...ttt 12
CASE SEUAY oottt ettt ses e sk 4 288888 R SR8 8 R8RSR 12
6.1 REGUIAOrY REQUIFEMENTS ...ttt ssesssssssssssse st sttt ss s ss s ssss st sss st s 12
6.2 V-Model Of FPGA-BASEA SCIBLC ... rveeerreeereeeeeiseeeeessseseessssesesssssssessssssssssssesssssssssssssssssssssssesssssssssssssnns 13
6.3 FEATUIES Of ASSESSMENT........ooveecrreeiircerreeisseessesessses s ssissssee s ssssssses s essssss s ssssesseeses 13
6.4 CITICAIITY MATIX cooorieeiieerieecie sttt ss s st sttt s bbbt s st 14

CONCIUSION .ttt s ettt st et s s s s st es s st ssassassssessssassassassassssnes 15




1. Introduction

Program Logic Device=1} FPGA(Field Programmable Gate Arrays)=

|&Cs(Instrumentation and control systems)2| ZH&1t 30| E2| ALE

S| safety-critical

NPP(Nuclear

%
EICH N
gol
ST
2 safety2
IQC ZEMEL AT EQ 09}
ULE FPGA 7|8t 1&C2| safetyO

= =7hSotot.

Power Plant) I&C2} Z& 523t S| =AW S0 2|5}0]
7|8t A|ARIO0| OO AZRZZ2MMAZEY Q] F)7|8 A|A-O| Hlsf 2
SACH SEX|TH 1&CsOIM 2] FPGA ALE
2iiStCt FPGAE AtE3t

=gt EFM0[2tn

Ht, FPGA

gl
I_
oz AtA

st
=
security 542 1

Safety-critical A|AE2 NPPE

of g2 AFEICt foiA 2ot Hiet Z
ot7| <laH of Mz ¥

Fo &}
Bol2tn & £ e

At

=0

&

—

safety-critical 2t .
o2t stE oz +d
FPGA 7|&2 SCI&C(Safety-critical

EfER X220 e,

d1 0| O

LS O HA %

= ULt
Instrumentation and control systems)& T¢15}7|
ANHOZ O[3t AlA At Fstn |X[S A M22 =ZHE OF
NPP I&Cs®t FPGA 7|gt |&Cs <t T2 = StLtE
security 282 275h= Al 20| HE JHE X FAE AL @A
S3st= o AL

AHZS M
o= =2

7Ist ULt

59|,

OF K|

oM, AILRSZEEHO| O AAHCS| 7]

s
O|F0{0F oL} HHH security EY

a2

o 1=

safety @<
X ZAstharm)dt
ozHE o=

o

—

T2
o=

dZto £0tof otet. O & ZHA|

ChE1b ZCt

"Security is concerned with the risks originating from the environment and
potentially impacting the system, whereas safety deals with the risk arising from the
system and potentially impacting the environment”
Chaudet. 2010)
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1.1 Concepts
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Basic Concepts and Taxonomy of Dependable and Secure Computing®i| [HE, safety@t
security?| Heol= Ci&1d &Lt
safety : absence of catastrophic consequences on the user(s) and the environment
security : a composite of the attributes of confidentiality, integrity and availability,

requiring the concurrent existence of 1) availability for authorized actions only 2)

confidentiality, and 3) integrity with “improper” meaning “un authorized”
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1.3 Methodology
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2. Profiling of Security Requirements

2.1 Regulatory Security Background
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RG 5.71-2010 "Cyber security programs for nuclear facilities” : 10 CFR 73.54
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2.2 Security Regulatory Interdependencies
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Fig.1. Regulations interdependencies for the security aspect under US NRC requirements
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process= 0| Ciot HHS ZSD QUOOF SHCE: Namely the set of activities, including
measures and controls taken to establish a secure environment for development of the
digital SCI&C against undocumented, unneeded and unwanted modifications, as well as a
protective actions taken against a predictable set of undesirable acts that could challenge

the integrity, reliability or functionality of a I&C during operations.
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3. Safety-Critical System’s Attributes

I&C7F A Yot $d=5 T 7MY 528 A2 dependability(the ability to deliver
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Confidentiality : the property that information is not made available or disclosed to

unauthorized individuals, entities or processes.

Integrity : Protection of the accuracy and completeness of the information and

methods or processing.

Authenticity : the confidence that the information comes from the correct source

and/or the system trust the source code.

Availability : Access to information and associated assets of authorized users as

needed.

Reliability : Entities involved in the processing, or communication, should not be able

to refuse to exchange data.



4. Safety and Security Interrelation

4.1 The Principle of unity of safety and security assessment
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Fig. 2. Security concepts and relationships according to ISO/IEC 15480 series
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countermeasures for risk reduction : because some |&Cs could be one of the such

countermeasures, e.g. I&Cs important to safety

vulnerabilities : because from the one side I&Cs aimed at vulnerabilities elimination

and from the other they could have vulnerabilities itself



risks : from the one side I&Cs, as countermeasures itself, aimed to decreasing the

risks, and from another they could produce additional risks to the system
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4.2 Safety and Security lifecycle model of FPGA-based 1&Cs
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5. Security Assessment Technique

5.1 GAP-analysis technique
Hob oo AoM 7S Sast HH
2dst=s 2MS0 et 2822 0

C}. ofofl CHEE F|EE QI
r

0

ofi
Ot
i
i
Q
(@)
z
>
o
10
=
D
(@]
<
o}
D
1o
H
rin
|H
Hu
=
|>
=
|
10

discrepancyOf CH3{ Z7ES
of EX3te OldE MAHY += STt
AtSto] el Zkzko| GAP2 ZE discrepancyOf CHoll ZFste= StLtel JAOZ LiEf
LA EICH HyotEl 482 GAPO|Qs AMHE discrepancyl| set@ 2 O|FO0{XOF LY,

Producty,

Legend

| - peoduct

- group of sub- Process;
processes.

-y - process
—_
e

A2 Z2785= GAP°| JNEo|Ct |1&C A|AHEIS| T

- sab-provess.
g

s process with Product,,,

discrepncies

Process;

Pl E——u® L =l Product,
Fiumean %
----- > —
Technigue
\ = / Process.;
Tool // r
|

b T Product,.,
5 gap

Fig. 6. GAP-analysis technique

5.2 IMECA(Intrusion Modes and Effect Criticality Analysis)-analysis technique
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5.3 Security informed safety approach

TAZIE SafetyOfl 7|Z=3}0, “The impact that Security might have on and existing safety
case'S MHZE = 2 HOICH FPGA 7|8h 1&CO| Safety?t SecurityOf &3t 7}
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consideration of possible vulnerabilities that may occur in the components due to

any anomalies in the earlier phases of the life cycle
development of the product security threat models
ranging of identified vulnerabilities in accordance with their criticality and severity

determination of both sufficient and cost-effective countermeasures either to
eliminate identified (or even possible) attacks, vulnerabilities and threats or make

them difficult (or even impossible) to exploit by an attacker

6. Case Study

6.1 Regulatory Requirements
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Measures and controls taken to establish a secure environment for development of

the I&C against undocumented, unneeded and unwanted modifications

Protective actions taken against a predictable set of undesirable acts (e.g. inadvertent
operator actions or the undesirable behavior of connected systems) that could

challenge the integrity, reliability, or functionality of a SCI&C during operations
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6.2 V-Model of FPGA-Based SCI&C
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Fig. 7. Development Lifecycles for FPGA-based SCI&C

6.3 Features of Assessment
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TABLEL REsULTS OF IMECA FOR FPGA ATTACKS
Row | Attack | Afttack Attack cause Occurrence| Effect Type of effects Countermeasures
No. mode nature probability | severity
I [Black Box |Active  |Simple logic of Veryvlow  [Verylow |[Reverse engineering of |Complication of electronic design logic
Attack electronic design logic by adversary
2 |Readback |Active |[Absence of chip security |Moderate  [High Obtaming of secret The use of security bit
Attack bit and/or availability of information by
physical access to chip adversary Application of physical security controls
interface (for example,
JTAG)
3 |Physical |Active |Absence of monitoring |Low Moderate |Obtaining of information|Decreasing memory retention effect
Attack of physical parameters concerning patented
(voltage, temperature, algorithms by adversary |Monitoring of physical parameters (voltage,
clock frequency) of temperature, clock frequency) of environment
environment and chip and chip
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7. Conclusion
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