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1. Introduction (1/3)

» Program Logic Device, FPGAi I&CO| 7HE, 720 22| AHE
_ FpGAg AtESH I&C T2ME = FF Safety-critical otH, 2T EQ0{Qt SIE

MRAE BE T % ey

KU

Aol T

- NPP 1&C SOIAf 2F0l =l b, 0tO| A2 M M(AZEY0f 5)7|8H A AEI0] B8} ACHH

oz YHO| BHe
- But, IRCOIA FPGA AFE2 safety St SHOM EX Y S X2
- FPGA 7|8F 1&C2] safetyOf Cliet B7HS #Iol-d security S& 127} &

- NPP 1&Ce #EE =2 M & Stite security 2¥E 2716H= A #F0| HE

e 8 A T ALEO 2 A0 St= 7tE BEEo= A

% FPGA (Field Programmable Gate Arrays) % |1&C (Instrumentation and control system)

% NPP (Nuclear Power Plant) % SCI&C(Safety-critical Instrumentation and control systems)
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1. Introduction (2/3)

» Safety SH0|A, A|AHEIS O|F} 7[5
(harm)dt @& = O|F0{0F 3t 1, Security
O|F0{OF &

“Security is concerned with the risks originating from the environment and potentially impacting
the system, whereas safety deals with the risk arising from the system and potentially impacting
the environment”

From Piertre-Camnbacedes and Chaudet. 2010
- Safety, Security 92| 3&& E harm2| I 2R H Q| risket® & = U0,
Ol AME, &4, B7Iol1l L& = A0 &8
- Safety= 2|=X| Y2 hazardsO| CHFE 1, Securitye= 2| =& Q1 threatsOi| CH3H CH=E
- Safety= accidental risk& OF7|ot= 2|EX| G2 ASO|Lt Hmof Cjs CiEF1,
Security= 2|H risk& Of7|ot= /=X ¢l 540| Cisl Ct=
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Cf. A layered view of computer-based systems

is the “Physical injury or damage to the health of people or

Harm damage to property or the environment” (IEC, 2008)
Mishap, Misuse
. Hazards & threats ) )
Environment Hazard Is a "potential source of harm” (IEC, 2008)
Total system - ';'af?jrgs_l oot is the “potential cause of an incident which may result in
reats & ratires harm to a system or organization” (ISO, 2005)
Computer-based . is a “"termination of the ability of a functional unit to provide
system Failures, Failure a required function or operation of a functional unit in any
A0S €3 RN way other that as required” (IEC, 2008)
is the “discrepancy between a computed, observed or
Software Error measured value or condition and the true, specified or

Failures,

Errors & Faults theoretically correct value or condition” (IEC, 2008)

is the "abnormal condition that may cause a reduction in, or
Fault loss of, the capability of a functional unit to perform a
required function” (IEC, 2008)

From Comparing risk identification techniques for safety and security requirements 6
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1. Introduction (3/3)

« 1}A Safety?f Securitye= BEO| X|&= MEtxa, otA|TH O]t Fatof H

ot7t A 2, Stakeholder=2 "if it's not secure, it's not safe’Ef =

- #|e] EO| dESHA| MM, AFEOf|A 0H§ NX[AL DS E

£ safety critical system2 SZ4XtZ o102, ZEHQIe Tlsiet 24
O|-O|I'| 2174 EHAFOE X'_E_lxlzll-% 7|—'—A'| LHLLIJ;

e

- Safety®} SecurityE Agote A2 ME22 7€ 2 OrL X[ 2, ZHEHSEX| Qig
- Safety@} Security 25 good process, & =42 5249, 452 2241 434

A
= Aotz ot AXLOE 22t 7K1 US
- Safety®@} Security? A|L{22 U= FAES OSH0|H, HM=E 72 Al B2 082

O] A=
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1.1 Concepts

» Safety@} Securityl| =82 CrE 718 & B0HE S5l == oA XAl
- 2N 2 Safety?t Security AL El W -2|F2| 0{0|= &S0t K07 L2, Ofs)
£ sl 320 U LEHQl ontologyE HES ZRH LHE
safety : absence of catastrophic consequences on the user(s) and the environment
security : a composite of the attributes of confidentiality, integrity and availability, requiring the

concurrent existence of 1) availability for authorized actions only 2) confidentiality, and 3)
integrity with “improper” meaning “un authorized”

From Basic Concepts and Taxonomy of Dependable and Secure Computing

« w2 200N Safetys= A|LEICZREH 285 220t A0 LHFE= BHHEH

Securitye 2HEL 28 H AMAHS E35t= AS O|0p7] &
P —

I

- Safetny Security= dependabilityl| S/ & olLt2 & = UM, FAret 7|2 A &
=2 AHE, 0|2 QIdlf Safety2t Security2| Eol CIED 27 AFY SF 7Fs
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1.2 Principles

O
-

» Safety@} Security@| Principleg2 S8 & F&0| EX[T 2410 EE =

= SHO|AM XO|H = K| E
- Defense in Depthl| 8%, & 240 €8 E5F 58273t architecture principleO| x| Tt
safety £tH A2 safety barrier?| = E-dd 2880 52 (MfAHLFL &4,
XA Aot Ae|™ =811 22 security principle2 & 5&)

o

- 57 principle?] 20|92 Safety A|AEIO| calibration X §X| E+E 3t &5 H
otE X[&SH7| loh EAEN UEEtE, A|A'O| securitys EHA HEY = S A

O o|=5tXA| RLOtOF St =%t
e A|AHEIO| ifetime S9t0| 23O BIzl= 7|0 MAME HAEEO| §10 TQ
A EA Z|0{OF St1, safety 2t OA EH

MIA-IO 7|'O|-o|- [[H |AEI2 S=d 7|.%

= —_
- E%I = O — — Ol'
Q8 If ®Ch W2 CHS 4 s Witoz Mg ofof &
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1.3 Methodology

- & E7HRisk assessment)= Safety@t Security 2442 7|2 THAO|X|EH O]
=9 2 7|2 2 & (Underlying threat model)0ll= Xt0|7t U S

-
A AEIO| Safety@t SecurityO| CHEH B2 EIISHY| fot SetEl WHOo| He

SecurityQ| 112 At&t2 Safety caseOl| &&ot a2 O/& = UAZ
Security ®|0] CHet CHE, ME2 FUH LA, B2z HAHLE d=2 A S0 O

ot gt =4 28R

Safety incident &2t HA X 41}, O|2et 40| fo|H 55 Mg &+ U=
7|2[7t E A0|2ts 1 £

10



1.4 Standards

e Safety EE2 0|0| "hazard, risk =44 ttA s¢t 2o
7(|7(| A= AS0| 2|00 SOt 2t 2+

YA 3s WM 2O OS =i Mo 2 229 &4
 Security-informed safety :

- EF g9 G 28t FA9| Safety?t Security EEIHO| A It H
A, EH Xolel ZHel siZ €8

H <}
2!

KU

oF 28| ZHA| AL, et 7t

=

Fol OF of 11, 80
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2. Profiling of Security Requirements

2.1 Regulatory Security Background

2.2 Security Regulatory Interdependencies

12
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2.1 Regulatory Security Background

- SCI&QCe| 7HE =M A2 otA R @7 Ao TSt 7 ger HAE AFgEt
A safety A2 T 0| Cr= &Y

- Ol2{et Al X HEE2 Securedt JHE Sl Fo 2B ZEE QFALOMEE AlA
g 22 SZ0f| O|27|7HK| et Y= AlE

- SCI&Cs2| 20| ZALO|F B2 E| X E Tt Security &5 F7I5t= A2 oS =4

=20 = T —

RG 1.152-2011  Criteria for use of computers in safety systems of nuclear power plants
| . digital I&CE 9|3+ securedt 72t U 7 ol Mo L3t A 7|1F =B
Cyber security programs for nuclear facilities

10 CFR 73.54 "Protection of digital computer and communication systems and networks”

of dHM+eE flet XH

NPP2| FX| & #+HZ 2|3t security Ea1F 0| CHs HF

But, 8FX| 2, SCI&CO| 2tO|ZAtO|S 1t S THHQ TR M AL FI8HK| Y=Lt 0|2

QI8H, RG 5.71-201001 Mot security &M= 1&C & S F7HH o=z 72, 24 Ea
|IEEE Std. 603-1991

|IEEE Std. 7-4.3.2-2003

RG 5.71-2010

13
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2.2 Security Regulatory Interdependencies (1/2)

10 CFR 73.55
IEEE Std. 603 10 CFR 73.54 “Requirements for Physical
“IEEE Standard Criteria for “Protection of Digital Protection of Licensed
Safety Systems for Nuclear 10 CFR 50.55a(h) A Computer and Communication| > Activities in Nuclear
Power Generating Stations™ s Systems and Networks™ Power Reactors Against
s Radiological Sabotage™
p
- L
RG 1.152 p g
“CRITERIA FOR USE OF /" RG5.71
COMPUTERS IN SAFETY [rmmrrmm i mmermm s =» “Cyber Security Programs
/| SYSTEMS OF NUCLEAR l." for Nuclear Facilities™
/ POWER PLANTS” L
NIST SP 800-53 (Rev. 3)
/ “Recommended Security
’ Controls for Federal
/ . 1 Information Systems”
IEEE $td. 7-4.3.2 / CYBER
“IEEE Standard Criteria for| - SECURITY L
. . %4
Digital Computers in Safety PROGRAM PLAN
Systems of Nuclear Power P NIST SP 800-82
Generating Stations \'*-74)\(\ “Guide to Industrial Control
L kY Systems Security”
e ‘\\ 10 CFR 50 10 CFR 73
DI&C-ISG-01
Task Working Group #1: direct input
Cyber Security DI&C-ISG-06
“CYBER SECURITY Task Working Group #6:
ASSOCIATED WITH Licensing Process | e - references to
DIGITAL Interim Staff Guidance
NOIROGTNIETIORT | | —— +  should be taken into account
AND CONTROLS”

14

<Regulations interdependencies for the security aspect under US NRC requirements>
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2.2 Security Regulatory Interdependencies (2/2)

+ 10 CFR 60, Appendix BOI| CHSH security ™M Q| =& QIS A, SCIRCE
ot secureth 72 1ol 2HF HEH EHR
- 0|2 {Ist Yot & olLb= MAE$ Cyber Security Program PlanOl 2| X ==
Cyber Security Program= & &5t |X|5t= A
- Y A E ME= XA Q security assurance process=0f CHo AHS
A 01OF 2
Namely the set of activities, including measures and controls taken to establish a secure environment for development

of the digital SCI&C against undocumented, unneeded and unwanted modifications, as well as a protective actions
taken against a predictable set of undesirable acts that could challenge the integrity, reliability or functionality of a

|&C during operations.

=l

Hl
[ok

. Securedt TN U P $ZH MEY mRAAL, secureSt N TH 2 U
18CO reliabilityS ZZAIZ K| B2&, 2t CHAOAQ] RO FofgS Al

T D\'
z

2ol BHAZ|= HE

15
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3. Safety-Critical System’s Attributes

« |1&C7F K| H Or¥et £d5 & 71 582°%t A2 Dependability
- Dependability : the ability to deliver required services(perform functions) that can justifiably be trusted
- Dependability= Safety?t Securitye= Zot £H2| setQ 2 23l 7t5
- |&C9| safety = AFE X2} EnvironmentOf| CHEH H[SX ZAqte| BEXjE 2%
- TN =AM =2 Cyber security’t L= E&5t= 2= O|ALE0|2F 82

the property that information is not made available or disclosed to unauthorized individuals,
entities or processes

Confidentiality

Integrity Protection of the accuracy and completeness of the information and methods or processing
Authenticit the confidence that the information comes from the correct source and/or the system trust
y the source code
Availability Access to information and associated assets of authorized users as needed
Reliabilit Entities involved in the processing, or communication, should not be able to refuse to
y exchange data 16



4. Safety and Security Interrelation

4.1 The principle of unity of safety and security assessment

4.2 Safety and Security lifecycle model of FPGA-based I&Cs

17
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4.1 The principle of unity of safety and security assessment (1/3)

« X| 2K & I&CO CHHA] Safety?t SecurityOll CHEH Sl M &
B0l =X StX| E=
- Safety@} Security @G| HEHA Ol HHRHEN HX|= I&CE 507 Safetys Bt
B = QAA HEA E A

_ O|E—|o|— Xl-j(|'— 7|_7|._<_9_ XL diAl Ol

-

Ral

27| 7|Hte = L= E|00F ¢

« ISO/IEC 154800] 2™, Security= |G EFH A= @H0{ot= ZAd1p 2+ &
I F

- OIO|XO|E, DK UE AtZO| HED} DS TE TR0 L 1 H

18
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4.1 The principle of unity of safety and security assessment (2/3)

value

Owner
wish to minimize
F .- I I I IS S S - ? ._ -------- N BN . .- I
| | impose [&Cs influence area I
| to reduce |
I »| countermeasures I
| I - that may posses |
that may be | I
reduced by | I
h A
1 e
_ »] vulnerabilities |
could know 1 > |
I leads to v I
L risk I
use that increase e = = = = = = = J
to A 4
> assets
Threat agents
F Y F Y
give rise to
o
threats

wish to abuse and / or may damage

countermeasures

vulnerabilities

risks

<Security concepts and relationships according to ISO/IEC 15480 series>

because some I&Cs could be one of the
such countermeasures, e.g. I&Cs important
to safety

because from the one side I&Cs aimed at
vulnerabilities elimination and from the
other they could have vulnerabilities itself

from the one side I&Cs, as countermeasures
itself, aimed to decreasing the risks, and
from another they could produce additional
risks to the system

19
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4.1 The principle of unity of safety and security assessment (3/3)

» Security =21} Safety =4 2| XIO|F2 Al E|= XpLH0f 7| =

Hazard | ____________|___________ R Countermeasures Assets ! Information OCM
] I
' Countermeasure 1 i *a
1 LY
[} I LY
15 the source for ' | “
: : ‘l.
4 i * i [
necessitate 4 1&Cs ' \
. ~ ! . . i
Potential Hazards for | Countermeasure N Overall safety | Information Functional '
> performing safety i o i I
harm type ! security safety !
I
1 r
lead is the source for | K
cads to v : ,
Potential harm of necessitate Integrity | .
performing safety - i S
failure Integrity Overall safety ! Safety function is Safety function if ’,’
Countermeasure 1 - . ! : . : . s
leads to functions : determined by ‘cletemmn‘ed by
y . standards features of OCM
I&C functioning reduces _ :
risks - Integrity :
Countermeasure N ;
1 that de- to i . _
Risks crease ¥ Integrity | Pl‘oces_sses which Properties ot.the
« Safety ! provide safety products which
integrity provide safety
! integrity
o | mntegrity
il ! Processes which
I . -
Assets ! provide safety
I . -
' mtegrity

<The structure of objects which are used during safety analysis:

integration of level of assets and I&Cs>

<Safety and security cross influence>

20
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4.2 Safety and Security lifecycle model of FPGA-based 1&Cs (1/2)

« Safety-critical®t FPGA 7|8t 1&Cs2| SecurityE H7tst7| {50 L3 0| 2R
- 214 SV =0 Cie MO E Eetoh VY ZENAS EA5HY| ffer ™
- lifecycleOf| CHet A=t
- lifecycle 2 : AIABS| Y U SHO| 3t S Easts TEN, MAX
o

* Input THAIS0| Chet 4552 7
= =
— o

rot

O £[O{0F 70 lifecyclel| 4 TFA 2| output

= A3 oft= A0 7t
o A|AHEIO| Safety@f Security TtArr 42f0| Or7|HIX & H|&o5t7| f|%h H
211 2HS WEE 20| 39
- Safety, Security 27 AFZ0| Chet MO 50 U= 4E 2 Safety@r Security 27HA}
20| Rakl= &S Oo5ty, 0|E1‘>F 20| TS = AL M ZOf it A|IARE H
7t = e Weko 2 JE| L QU

21



KU

Az st

KONKUK UNIV.

4.2 Safety and Security lifecycle model of FPGA-based 1&Cs (2/2)

|

System valid
—————————————————————————————————————————————————————————————————————————————
|
| ’—i | e
|

Y v 9
I s )
| Field findustry - FPGA safety FPGA security S
: requirements i~ requirement: | quirement
| pecificati specification || |  spec ification

]
| \ ya
| T Y 'y |
! ¥ I I
| |
|
I | Field/industry 18CS SataFRGA Secure FPGA
| . architecture - architecture
| architecture
I development development |
I
| |
| | —
i -

g -
Safe & secure FPGA
_________________________________ hitecture
. eval

Digital project of
» safe & secure FPGA

development
coding

Yy

Integration testing
of developed VHDL

routing

<Safety and security lifecycle model of FPGA-based 1&Cs>

. EOEAZES XY AREOf T
OIX|BH AlAE THE SOF FH ST
oA g 43
2AE|7t 52 FAZEE et 2
O|ZAfO|Z EH7 ot HFEoz
HE PSS BA

2t7| Ch2 S}AFET} 210|= AFO|2

S0 M2l L2

2 58 B7E
LH
-

OTTl L=

- Safety@} Security
HMOZ HA|

22



5. Security Assessment Technique

5.1 GAP-analysis technique
5.2 IMECA-analysis technique
5.3 Security informed safety approach

23
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5.1 GAP-analysis technique

o 1&C AAH] lifecyclel| &= ZZ2A|A OrC discrepancyd| CH3 278, O|F &

of OlefES EASHALL, OldE MAY =+ Bt AS E80= GAP NE=
Al A olo
o=2 T AO

<GAP-analysis technique> 24
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5.2 IMECA-analysis technique

« Security H-8317| 25t FMECAE AKX ZE 7|M ot A
. AlME GAPSS THY 2 MECA HE EHE D, GAP Ljo| 2zt

—

discrepancy= otLte| H== HA

« 21 GAPO|| CH{St GAP '='“01| ofgff MEE FAHd== et B HE
M5, 2= H|O|=2 general IMECA HIO|22 2%

% IMECA : Intrusion Modes and Effect Criticality Analysis
% FMECA : Failure Modes, Effects and Criticality Analysis 25
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5.3 Security informed safety approach

« T 23tEl SafetyO 7|Z2510, “The impact that Security might have on and
existing safety case"s M2 A= E2H

« FPGA 7|8t 1&C2| Safety2t Securitydil 2ot Bt 3 E&o| 2X|

consideration of possible vulnerabilities that may occur in the components due to
any anomalies in the earlier phases of the life cycle

development of the product security threat models
ranging of identified vulnerabilities in accordance with their criticality and severity

determination of both sufficient and cost-effective countermeasures either to
eliminate identified (or even possible) attacks, vulnerabilities and threats or make
them difficult (or even impossible) to exploit by an attacker

Az st

KONKUK UNIV.
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6. Case Study

6.1 Regulatory Requirements
6.2 V-Model of FPGA-Based SCI&C
6.3 Features of Assessment

6.4 Criticality Matrix

27
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6.1 Regulatory Requirements

» RG 1.152-20112| 1&C2| secure®t 7% & oty 4
- Measures and controls taken to establish a secure environment for development

of the I&C against undocumented, unneeded and unwanted modifications

- Protective actions taken against a predictable set of undesirable acts (e.g.
inadvertent operator actions or the undesirable behavior of connected systems)
that could challenge the integrity, reliability, or functionality of a SCI&C during

operations
« AMLHEIG TS SlEX| B2 Ed= =7tsor/ ot A|A" 345 58 HE
oX| Zot s 28H ET &+ U EZ ORI HES e

=3t

KONKUK UNIV.
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6.2 V-Model of FPGA-Based SCI&C

o SCI&CO| 70 lifecycle®| V-Model 1124
f

=0 stgote FE2 ME €5

= FPGA 7|BH IQCOIA E= @4
= =

JSotH, 250 dSots

H O
L

Verification S 1 A4S

Product Concepf
f ********* Product Saf: | |
I Product Safety | oduct Safef | o |
[ no uct Satety | R N o - — - T T T — e ————————— | Product Validation |
-] Req - uirement: |
I Revi I | |
,,,,,,,,, } ‘,,,,,,,,‘L,,,,,,,,,,,,J
ffffffff ! |
: Product | _ | Tntegr !
: FMEA (|  Architecture | Testing |
|
S ]
A ED i !
_________ Architecture | — -~ ———______________________ ' prrow |
} ]ED AD r* Design | |
vew | - == o
L - A, = ED : |
| ED DD ‘L.* Detailed og-——-———————————4 FIT ED
ED — Electronic Design: | Review } Design : |
AD — Architecture Design: b _{_ ________
DD — Detailed Deign: CSASRRED !
FIT — Fault Insertion Tests: :
FMEA — Failure Mode and Effect Analysis: EDCode F——————— 4|
CSA - Code Static Analysis: N
FT — Functional Tests. :
________

<Development Lifecycles for FPGA-based SCI&C> 29
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6.3 Features of Assessment (1/2)

. HOL
lifecycle

=H
Z

~

O

L
7t
L

Ofl A

conceptF E system retirementOf|
o E|O{OF &

O|Z27|7HX| scl&ce| 2=

TABLEL ResuLTs oF IMECA FOR FPGA ATTACKS
Row Attack Attack Attack cause Occurrence| Effect Type of effects Countermeasures
No. mode nature probability | severity
1 [Black Box |Active  |Simple logic of Verylow |Verylow [Reverse engineering of |Complication of electronic design logic
Attack electronic design logic by adversary
2 |Readback |Active |Absence of chip security |[Moderate |High Obtaining of secret The use of security bit
Attack bit and/or availability of information by
physical access to chip adversary Application of physical security controls
interface (for example,
JTAG)
3 |Physical |Active |Absence of monitoring [Low Moderate |[Obtaining of information|Decreasing memory retention effect
Attack of physical parameters concerning patented
(voltage, temperature, algorithms by adversary |Monitoring of physical parameters (voltage,
clock frequency) of temperature, clock frequency) of environment
environment and chip and chip

30
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6.3 Features of Assessment (2/2)

. HBHOI Cyber B YBS LAAI7|7| e THE 2 M7EX| HAL7} 3

o

- Creation of criticality matrix based on results of proposed approach

- Selection of a set of applicable appropriate countermeasures based on
recommendations of the specific regulations

- Choice of a subset of specific countermeasures in order to decrease risks of
intrusion into FPGA-based SCI&C to acceptable value and to minimize costs for
their purchase, implementation and maintenance

31



6.4 Criticality Matrix

Probability

Very
high

High

Moderate

Low

Very
low

Damage

vety High Moderate Low Very

high low

-

<Criticality Matrix>

KU

« matrixtH Q| =AIS2 IMECA ®O| ME3l
row numbersS L}E}H

- Cyber security assurance &0, related

damage= & F0[7| MZ0, riskE & AA|7]
7| ?l5id 54 ZA=ES SO00F &
Numbered row2| & &2 A 0|&Az 3
B HE U= HA

By, implementation of certain process
countermeasures during implementation of
development  processes or  specific
countermeasures during operation and
maintenance stage on the basis of results
of proposed approach application

Az st

KONKUK UNIV.
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Conclusion

Safety critical I&C A|AEIZ MZ CHE 7|ls= 718 M2 CHE 7|= 7|8e| f+daa
=2 d2Ago 2 FAEE|0UT|0, O|0f CHTE security &4 & HI7t= O]2{H, Ct

2o 18C HHE

M5 Atetof Ciet 027t 28

X—”A"c')'l- N HEA|
o =M A0 st

(@]
=M E09| interferencelt AFEEl R E J|&90| EXNES It D E A X O

o [

gap /121 IMECA 7|z, AtEL B8 7= S 4o A= 7

=

=

L HL- o=
—r

()

L—

o P |. nl
=40 off 7|H5t] KAl

AMMHM oz o|AS xa|st | B2 B E T2 N A9 discrepanciesO CH3 &0
F L= process-product ZEHS 123U 7| 20|, I&CO| CHYSH ZHO| WIHO| MY %=
AS Z{o2 Hoj R

SISt KT AN @ AR gapdi| CHEH 24

0|2 ot 244 8l countermeasure= 0| CHSH A7t
dagd A=z 203

=3t

KONKUK UNIV.
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Cf. Related Works

e risk assessment2t safel} secure ZFE FHSt= AN A|AHOY MO
security-informed safety justificationS HIE 22 methodology= 7HE S,
0|2t methodologyE 2ot =4 E 7 5S¢ A+

Analyzing the Impact of Security on Safety Case
Outline of Safety Case Structure
Impact of Security on Claims and Arguments
Identifying Relevant Security Controls
Security-Informed Risk Assessment

Harvesting Evidence
34
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