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Stage 1000. Plan and Elaboration

« Stage 1000 Activities

&

Plan and
Elaboration

\N
a. ongoing
b. optional
c. may defer
d. varied order

|

Define
Requirements

Define Draft a,c,d

System Architecture

Define System
Test Case

Define Create Preliminary
Draft Plan > Investigation Report
\ \ E [
Record Implement b,d
Terms in Glossary > Prototype :
\ \ = ]
Define Define Business
Business Use Case > Concept Model .
| \ =
Refine Plan i CI)eck &
Analysis




Activity 1002.
Create Preliminary Investigation Report

1002) create Preliminary
> Investigation Report

« Description
— Write an investigation report on alternatives, business needs, risk, etc
— Input : draft project plan risk
— Output : an investigation report
« Steps
1. Write alternative solutions
Write project’s justification (business needs)
Identify and manage risks, and write risk reduction plans
Analyze business market
Write managerial issues
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Phase 10XX. Risk Check & Analysis

(Risk Report)- Ref. ISO/IEC 27000 series
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Phase 10XX. Risk Check & Analysis

(Risk Report)- Ref. ISO/IEC 27000 series

Xpab A
Function Input Data Sensitivity
Make Account Privacy(Name, Addr, etc) 5
Recharge Balance Business Cash 5
Check Balance Balance 2




Phase 10XX. Risk Check & Analysis

(Risk Report)- Ref. ISO/IEC 27000 series
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Function

Make Account

Input Data
Privacy

Vulnerability
SQL Injection

Recharge Balance

Business Cash

Buffer Overflow

Check Balance

Balance

Data Outflow




Phase 10XX. Risk Check & Analysis

(Risk Report)- Ref. ISO/IEC 27000 series

Risk Probability Significance Weight
Buffer
Overflow : : 24
>QL : 5 20
Injection




Phase 10XX. Risk Check & Analysis

(Risk Report)- Ref. ISO/IEC 27000 series

™ 87t & X

Asset . Risk
Asset Valuation Data Type Risk Valuation Cost Treatment
Name 4 2 2 Keep
Phone 5 Privacy .SQL._ 5 2 Encryption
Injection
Addr 2 4 2 Acc Con




Activity 2030(sec). Check Possible Vulnerability
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Phase 2050. Construct

2055, write unit test code
> Example3) 328 BEX (b, 207|550 HHE 18l)

void foo() {
try {
Socket socket = new Socket(“taranis", 4444):

String password = getPassword();
out.write(password);

}

catch (FileNotFoundException e)

{

PrintWriter out = new PrintWriter(socket.getOutputStream(), true);

void foo() {
try
{
Socket socket = new Socket("taranis", 4444):
PrintStream out = new Prin’rStream(socket.get(}utgutStream(), true);

Cipher ¢ = Cipher.getlnstance("AES/CBC/PKCS5Padding");
String password = getPassword();
encryptedStr= c.update(password.getBytes());

1
catch (FileNotFoundException e) {
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Phase 2050. Construct

2055, write unit test code

> Exampled) StEZEEl DA E(b. 2017

Private static ENCRYPT_KEY="XX)XXXXX..."; |
SecretKeySpec skeySpec_de =

new SecretKeySpec
(ENCRYPT_KEY.getBytes(), “SEED");

l

ENCRYPT_KEY=prop.getProperty(“key");
ENCRYPT_KEY=decrypt(ENCRYPT_KEY),

SecretKeySpec skeySpec_de =
new SecretKeySpec
(ENCRYPT_KEY.getBytes(), “SEED");
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Phase 2050. Construct

2055, write unit test code

> Example5) 2F HA|X|E St E = (c. Oflg{X2])

* Try-catch= X & Al default?!
e.printStackTrace()
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} catch (lllegalAccessException e) {

e.printStackTrace(); CIEE NSt 2HAL,
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* Catch=2| Xe|2E =4 INERNY O%S)

-~

Microsoft OLE DB Provider for SOL Server (0x80040E 14)
‘aaa’ and passwd =" " " S2XIS Q0 SEHA 2 A8

} catch (lllegalAccessException e) {

I £ /domoshop/loéin/logln_check.asp. line 18
Log.error(“lllegal Acess”); . HPIOR WA

Mozilla/5.0 (Windows NT 6. 1: WOWS4) AppleWebKit/537 31
(KHTML, like Gecko) Chrome/26.0, 1410 43 Safari/537.31
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Phase 2050. Construct

2055, write unit test code

> Example6) X E MM0| 2o GIO|EHEE ==(d. W=t

Public class TEST1 extends HttpServiet
{
Private String name;

Protected void doPost (HttpServietRequest
req, HttpServietResponse res)

Throws ServletException, IOException

{

Name = req.getParameter(“name”);

Out.printin(name + “, thanks for visiting!");

}
}

Public class TEST1 extends HttpServiet

{

Protected void doPost (HttpServietRequest
req, HttpServietResponse res)

Throws ServietException, IOException

{

String Name =
req.getParameter(“name”);

------

mn

If (name == null || “"".equals(name))

Return;

Out.printin(name + “, thanks for visiting!");

}
}
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