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Safety (2t7) : QYL|S{L} 2tALL|Qf
ME Ze M7t ADE 2E AIREL A
(Free (from accident/failure/hazard)
. SiCio| OFH E = A AR (safety-critical system)
- 2T EQO{7t Moo HEHLZ #0jstEz 2T EQ0e] eHH-H0| S 2%

-

OF

, TN

Of =

et E A LES AZESQOf 7§20 Chet 23 activity X A

|
me
ot £
ol ko
ujn A
2o
i1

il

— O Cifot, 2 2HEH ANE50| &5

—_ —

- e.9. Safety/hazard analysis report, V&V report, development artifact &

« Safety case
- TEIMEH =5 T2 E S AMLH/AZEQ0 o] HH-E| s HEIts =& QK|
St AR, S
—1SO 262622} €2 =M BE=0ME 27

Lol

—

kot

- Safety case pattern
— Safety case2| ‘common argument structure’'E 2UIEC 2 IfALESH?| ot THE 7(8t H2
- O|™ AFOM= 7| =0 A+ mEHol dek ot =F0f Wt 2/ 7HH 22| &M et
4 FF2| FtHl2e[2 4
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- Safety case instance ‘4’d

— Patternl| 25 7tH|102| E QIAEHA MM 2HA S W7 6§ 7HX| 2 LtEtE

— Aot 0| [E QAAEA MM (instantiation)2| HRl/T

— X|E& argument ‘dge| He FHE K}

-5
= =20 A= pattern?| =& ZHEH| 2| & QUAEHA M A S 2o CfsH A et
- HAXMLSZ safety case patternol OIAEA MMHS 2|t
- 4 3FOZIH 2|0 E QUAEA MM 2HA Sl HHY He =0

- QUaEA ddo Ee by
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Safety Case

Kd

Klo

=T

1]
I

MH
K

Klo
HJ
ol
ol

[ TAZ O R0 =4 =2| HA

I

[

— Goal

=k (Strategy)

— Argument :
— Evidence

U= 2 (Solution)
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Safety Case — Graphical Notation

« GSN (Goal Structuring Notation)
— Safety Casel| T+ & A|Z4HC 2 HISY| f|o C{HEZE Ol WS
«cf. CAE (Claim, Argument, Evidence)

Argument Evidence

Goal (Strategy) (Solution)

« 22| goal

— "The system is acceptably safe”
Assumption,
« Goal EtHM S

d= f2t &2[& Q2 argument
— "Argument over the safety requirement X

n

‘ Goal (Claim) ‘
- SR o = QU= evidence SUPPT/\
— "Safety requirement X is formally verified”
Strategy Strategy
. 19 B M 9|3t notation (Argument) (Argument)
— Assumption, Justification, Context, Etc. ic evidente for

Evidence
(Solution)

Evidence
(Solution)

il ,":‘DEPENDAE!LE SOFTWARE I{ l ]’ KEONKUK
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Safety Case Pattern

« Safety case pattern
— Safety case =35 TZO|M AF AFE L= S8E FX2E MALESH| @t B2

— Meta-information, common argument structure= -4

« Meta-information
— Design pattern languageE 7|82 2 “Safety Case Construction and Reuse using Patterns"

Of| A A 2t

— Name, intent, motivation, applicability, consequence, related pattern, structure 22 4

- Common argument structure
— Meta-informationOf| A{ structure F-20f i, A|ZE QI safety case X2 FE T
— Notation 52| LfE0 A IjEH 2| £ QI 7HHES fI2t uninstantiation contents AF&
o7 B
— &= GSN 824 AHE

n I

Multiplicity Optionality
I < |
I N ./z .’
Uninstantiated Entity Undeveloped Entity

LABORATORY TUNTVERSITY
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Safety Case Pattern — Structure Example

« Structure O A| (for software failure)

HSFM SysHaz

HSFMAccept

All causes of hazardous
software failure mode are
accpetable

Hazardous software

failure mode System level hazard

SWDefn

Software definition

HSFMOmissionAccept

All causes of Hazardous
Software Failure Mode

{HSFM} of type omission HSFMLateAccept
are acceptable All causes of Hazardous
@ Software Failure Mode
{HSFM} of type Late are
Conteftof  eeeesan acceptable
(Commission, Value,
DefOmFM Early) @ Contpxt of

DefLateFM

Definition of Omission

Failure Mode

Definition of Omission
Failure Mode

: a\,‘q\&\\
| DEPENDABLE SOFTWARE
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S >
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Safety Case Pattern?| QIAE

« Patterns

'DEPEND
LA

— Pattern0i| A M S&l= =, LIS Tt AAEHADEO| variability S2| §&=7F ZEFY

d

=5 X F

-2 A BotEE

ot

safety case 2l
— Pattern®| Of7iH == 2 E @A 25 12{5}0]

Mt
rir
Bl
2
e

G1: {System X} is safe

S1: Argument by

claiming addressed all

identified plausible
hazards

¢

1: Identified Hazards fo

G2: {Hazard X} has been
addressed

<

23t evidence HOo| & 14

FHE| A2 of 7| sl 2tA 2t 1

AH Al HFO}
O O O -

Instantiation

)

% __I.I._DE INPS

-1 O

RPSis safe

Argument by claiming
addressed all identified
plausible hazards

RPS is analyzed by
FMEA

Context of

|

Hazard about 'the
operating voltage display
shows different state of
the current' has been
addressed

G2: {Hazard X} has been
addressed

<

<
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L& Fdst =&

. O|F QoM 7|Z0] H
-4 BRO| FME 47

2t ZHE| 22| of et =3t

Classification

OtZl safety case pattern=2| 2%,
T 7HH[2 2] M|t

=& 7HE| Al

=0 w2t 7 22|t

+=0|

Ct27] =20 o]0 X=0f

ro

m
0=
0x
o
Il
it}
nal

Description

1 Structural
composition

Providing notation structure or simple contents with
notation structure for mechanical generation

2 High-level contents
composition

Contents of high-level abstraction only

3 Concrete contents
composition

Contents which have detailed information for
specific  domain, target, or decomposition
information

4 Detailed contents
composition

Detailed contents with little abstraction (similar to an
Instance) about detailed activity

KU vovesny

'DEPENDABLE SOFTWARE
LABORATORY

3
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QIS LM A OFF _/.\_EE%’-JICH 9| safety case pattern Zfd2 <
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7HH| 22

|—
Safety case pattern=2 Z-E3!

= QIAEA Mg 2t Sl #He
— 1.2 AR el QAL WY 2
- 2. MEel FtH| e B AHH del 2

Information

(Pattern Language)

Name & Classification, Intent, M otivation, Applicability, Paricipants,
Collaboration, Implementation, Sample text, Known as, Related pattems

Categorization Safety Case Pattern
Level Support
Structure
AL h {Target} SWis
acceptably =afe to
operate

Contents
AN /Ngumenf(\

Argument over
zafety {Target} SW was
demonstration of developed under
{Target} SW
(3]

procCess
- Safety Case
(Pattern Instance)
N Structure
Target
System/Software
R
Safety Case Argument
e Struct
ructure Safety Activity
]@DEPENDAELE SOFTWARE Im v
LABORATORY

Artifacts
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FhE| D E| B OIAE{A

L
- Safety case patterng &0t QIAHA Mg A S &
-1.2 242 8¢

il
- 2. IjEHO| 7iH| 2| E HH Hel &

Information
(Pattern Language)

Name & Classification, Intent, M otivation, Applicability, Paricipants,
Collaboration, Implementation, Sample text, Known as, Related pattems

C ategorization Safety Case Pattern
Level Support
Structure
SEAT A {Target} SWis
acceptably safe to Contents

operate

AN Ergum enf(ﬁnt over

zafety {Target} SW was

demonstration of developed under

{Target} SW process
=t —
Safety Case O| AE| A AHA O| 2 E|-7;"
(Pattern Instance) _— - < O:T = )
A Siruc - I = AT (pattern instance)
& - Z|F argument &4 (safety case)
R I
Safety Case Argument
e Struct
ructure Safety Activity
N Artifacts
o ||_’,ﬂ %

12
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e[| B AR

G1: {System X} is safe

S1: Argument by
claiming addressed all

identified plausible
hazards / Context of

G2: {Hazard X} has been
addressed

B

EPENDABLE SOFTWARE h.ON'EUK
LABORATORY Im‘\mnsrr"i'

1: Identified Hazards fo
{System X}

AN

- I{ &

I & O| DH7HE—’.‘—, optionality 2t
2 Q40 th$t variability 2
g2 =57 &8

\ 4

- %[ argument 2Hd-
Sub-goal, strategy, evidenceE
Zatot FHA activityof| CHSt
=3 T A safety case 2Hd

13
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7t 2] B QUAE
- Safety case pattern=2 &
— 1.2 EHA 2 M= oA
— 2. IEio| FIE|E] EH HH HEe

Information
(Pattern Language)

Name & Classification, Intent, M otivation, Applicability, Paricipants,
Collaboration, Implementation, Sample text, Known as, Related pattems

Categorization Safety Case Pattern
Level Support
Structure
AL h {Target} SWis
acceptably =afe to
operate

Contents

A Argum enfc( Argument over

zafety {Target} SW was

d&mﬂﬂst tinn of Aoymlnnad nndar
arge|

i ALEot= THEO| m2r HHSHE dd 2A —
- of d&=0f Xto|7F 44 > Xto[H =+l
- Safety Ca
(Pattern Instance) l
N Structure
Target
System/Software
R
Safety Case Argument
b4 ]
tructure Safety Activity
N Artifacts
]}EPE’“LT;%:??SEW"“ @ A4
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9|'E'"-I—E-| = |_|— |_'|— oo Lo
e 4 E—%gl 9|'E'”__II_E| tEﬁ Ol_lﬁ E|_ﬁ AC_>| J—_||_ Category 1 Category 2 Category 3 Category 4
g M et . _
- 1. Determine the target SW/system for instance
— Specific activity 278 £&20| A Xt0| {
2. Determine the pattern which is used
(by intent, purpose in pattern language)
3 Proceed 3. Write instance clause (‘{foo: oo0}) for instance
safety case target
development #
{(mechanical ] - _
development) 4. Determine multiplicity and feedback loop notation
Category Process Description From
Specific Y v
ntents/element  for Std. or 5. Develop |
2 5 conte S eleme o Safety 4. Argument 5. Write specific Iévefveiiodpenocu;_
supporting goal artifact structure contents for f
achievement composition achieving sub- demonosrtrating
5 6 Activity to achieve sub- (opt) goal (opf) 1) goal/strategy
goal |
2 7 Specific evidence
— n Safet 5. Make activity strategy for
3 6 ACUV'ty to achieve sub- artifag/t identifying specific contents
qoal above 2)
3 7 Specific evidence
. B 7. Attach final evidence,
4 5 SpECIfIC evidence solution by using development
artifacts of the target 3)
ements = or safety activity artifactS
ents
DEPENDABLE SOFTWARE KU KONEKUK 1 5
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B

- FtHAE] 2 &2 WEE L& ALEHA Ad

— No logical fault pattern

— Verification, formal proofOi| CHEF M| & Q1 activity 23 HEJI QI 22 Fig 12| 2

— For Bistable Processor software in nuclear power plants

/\

All functions of
{TS :: target
software} operates
correctly

Y

There are no
logical faults in
the {TS}

erification of

the {TS}

0..n

0..n

ormal proof of

the early

development
phase in the {T3}

<X(n)

Verification of the
{TS} by {VM(n) ::
verification method}
is reliable

<VVMn
definition>

Formal proof is correct
about the {X(n) :: logic
in TS} in SRS of the
{TS} by {FM(n) ::
formal method}

definition>

<FM(n)

'DEPENDABLE €
LABORATORY

==

definition>

H =
=TT

Formal proof is correct

about the {X(n)}in SDS

of the {T S} by {FM(n) ::
formal method}

16
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Safety case pattern=S &

All functional
requirements should
be identified by

requirements
analysis

2

ofo

{BP SW} operates

All functions of

correctly

\

Step 1 ~ 40| [hZ structure
CIAEHA XY

There are no
logical faults in

Verification of
the {BP SW}

<Testing is a

Verification of the
{BP SW} by
{testing} is reliable

the {BP SW}

Formal proof of the
early development
phase in the {BP S

Step 5

Step 6

'DEP
LABORATORY

.

r(;rej’i?;?]g:lt A code level
quire testing should be
specification level roceed
should be proceed P

Y

Check the

requirement
specification
testing repor

heck the unit
testing report

Formal proof is correct
about the {X(n) :: logic in
TS} in SRS of the {TS}
by {FM(n) :: formal
method}

<FM(n)
definition>

Formal proof is
correct about the
{X(n)} in SDS of the
{TS} by {FM(n) ::
formal method}

<
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Safety case patterng &

00
_cl)l-
ro
| >
m
| >
0=
0x
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nd

All functions of

{BP SW} operates
correctly

\

There are no
logical faults in

the {BP SW}

All functional
requirements should
be identified by

requirements
analysis

Formal proof of the
early development
phase in the {BP S

Verification of
the {BP SW}

Verification of the
{BP SW} by
Formal proof is

<Testing is a

{testing} is reliable
Formal proof is correct
\ about the {X(n) :: logic in correct about the
Testing of A code level TS} in SRS ofthe {TS} {X(n)} in SDS of the
Step 5 requirement ; by {FM(n) :: formal {TS} by {FM(n) ::
e testing should be <FM(n)
specification level method} o formal method}
should be proceed proceed definition>
Step 5, 6 T/ <
'
Step 6

\
Check the
requirement heck the unit
specification testing report
testing repor

‘ | " DEH
! LABORATORY
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74 Ol skES
EE xX o-T g?’
- A8
— Safety case patterns &0t QAAEHA WOl 2tA A upd A ¢t
2 CHA = Fo|FEl QUAEA M A FO|
— PatternOi| LIE}E =Z0f e QAEHA HF2| XH0|& 2 Y
« MYk =F2| instantiation0| 8
<EHQO S= o ME Sl 0| R E
- 2= g4
20l pattern ZHE S 2ol 7tH 22| €= IjEHS Hdg5t2, 7
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